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TRANSACTION REQUEST ACCORDING TO THE ADDRESS MAPPING OF THE 

STORAGE DEVICE 361 5A 
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STORAGE DEVICE 3620A 






THE STORAGE DEVICE PERFORMS THE REQUESTED TRANSACTION 3625A 
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A NONCE OR RANDOM NUMBER IS PROVIDED TO THE BIOMETRIC DEVICE 

4115 



THE BIOMETRIC DEVICE RESPONDS TO THE DATA TRANSACTION REQUEST 
WITH THE REQUESTED BIOMETRIC DATA AND THE RESULT OF A HASH 
USING A SECRET AND THE NONCE OR RANDOM NUMBER 4120A 



THE RESULT OF THE HASH USING THE SECRET AND THE NONCE OR 
RANDOM NUMBER IS COMPARED TO AN EXPECTED VALUE FOR THE 
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HASH 4220A 
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A MASTER DEVICE IN THE COMPUTER SYSTEM ESTABLISHES A SECRET 
WITH A DEVICE IN THE COMPUTER SYSTEM DURING A TRUSTED SET-UP 

4205 



A DATA TRANSACTION IS REQUESTED INVOLVING THE DEVICE IN THE 
COMPUTER SYSTEM THAT KNOWS THE SECRET 4210 



A NONCE OR RANDOM NUMBER IS PROVIDED TO THE DEVICE IN THE 
COMPUTER SYSTEM THAT KNOWS THE SECRET 4215 



THE DEVICE RESPONDS TO THE DATA TRANSACTION REQUEST BY EITHER 
ENCRYPTING THE REQUESTED DATA USING THE SECRET AND THE NONCE 
OR RANDOM NUMBER AND TRANSMITTING THE ENCRYPTED DATA AND A 
RESULT OF A HASH USING THE SECRET AND THE NONCE OR RANDOM 
NUMBER OR TRANSMITTING THE RESULT OF THE HASH 4220B 



THE RESULT OF THE HASH USING THE SECRET AND THE NONCE OR 
RANDOM NUMBER IS COMPARED TO AN EXPECTED VALUE FOR THE 
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4300A 



A MASTER DEVICE IN THE COMPUTER SYSTEM READS THE GUID FOR A 
DEVICE IN THE COMPUTER SYSTEM AND RECORDS THE GUID IN A GUID 
TABLE DURING A TRUSTED SET-UP 4305 



A DATA TRANSACTION IS REQUESTED INVOLVING THE DEVICE IN THE 
COMPUTER SYSTEM WITH THE KNOWN GUID 4310 



A NONCE OR RANDOM NUMBER IS PROVIDED TO THE DEVICE IN THE 
COMPUTER SYSTEM WITH THE KNOWN GUID 4315 
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THE DEVICE RESPONDS TO THE DAI 
REQUESTED DATA AND A RESULT 0 
NONCE OR RANDOM NUMBER OR 


A TRANSACTION REQUEST WITH THE 
F A HASH USING THE GUID AND THE 
THE RESULT OF THE HASH 4320A 
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THE RESULT OF THE HASH USING THE GUID AND THE NONCE OR RANDOM 
NUMBER IS COMPARED TO AN EXPECTED VALUE FOR THE RESULT OF THE 

HASH 4325 
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4340A 
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A MASTER DEVICE IN THE COMPUTER SYSTEM READS THE GUID FOR A 
DEVICE IN THE COMPUTER SYSTEM AND RECORDS THE GUID IN A GUID 
TABLE DURING A TRUSTED SET-UP 4305 



A DATA TRANSACTION IS REQUESTED INVOLVING THE DEVICE IN THE 
COMPUTER SYSTEM WITH THE KNOWN GUID 4310 



A NONCE OR RANDOM NUMBER IS PROVIDED TO THE DEVICE IN THE 
COMPUTER SYSTEM WITH THE KNOWN GUID 4315 



THE DEVICE RESPONDS TO THE DATA TRANSACTION REQUEST BY 
ENCRYPTING THE REQUESTED DATA USING THE GUID AND THE NONCE OR 
RANDOM NUMBER AND TRANSMITTING THE ENCRYPTED DATA AND A 
RESULT OF A HASH USING THE GUID AND THE NONCE OR RANDOM 
NUMBER OR TRANSMITTING THE RESULT OF THE HASH 4320B 



THE RESULT OF THE HASH USING THE GUID AND THE NONCE OR RANDOM 
NUMBER IS COMPARED TO AN EXPECTED VALUE FOR THE RESULT OF 
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DEVICE IN THE COMPUTER SYSTEM, RECORDS THE GUID IN A GUID TABLE, 
AND TRANSMITS A SECRET TO THE DEVICE DURING A TRUSTED SET-UP 
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A DATA TRANSACTION IS REQUESTED INVOLVING THE DEVICE IN THE 
COMPUTER SYSTEM WITH THE KNOWN GUID THAT KNOWS THE SECRET 

4311 



A NONCE OR RANDOM NUMBER IS PROVIDED TO THE DEVICE IN THE 
COMPUTER SYSTEM WITH THE KNOWN GUID THAT KNOWS THE SECRET 
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THE DEVICE RESPONDS TO THE DATA TRANSACTION REQUEST BY 
ENCRYPTING THE REQUESTED DATA USING THE SECRET, THE GUID, AND 
THE NONCE OR RANDOM NUMBER AND TRANSMITTING THE 
ENCRYPTED DATA AND A RESULT OF A HASH USING THE SECRET, THE 
GUID, AND THE NONCE OR RANDOM NUMBER OR TRANSMITTING THE 

RESULT OF THE HASH 4320C 
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